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Course: ICSI | CIL Certified ISO 27001 Lead Implementer  

 

The ISO 27001 is the most acknowledged and globally recognized standard for implementing an 

Information Security Management System (ISMS) within any organization. The value of 

information assets and the importance of thoroughly securing them against today’s ever 

increasing threats, highlight the significance of developing and implementing effective and 

holistic security management systems. The course highlights the importance of information 

security and provides the necessary tools and methodologies for students to master the 

concepts of ISMS implementation, in line with ISO 27001. 

 

Audience Profile: 

• Managers or consultants involved in Information Security Management 

• Individuals who wish to gain a thorough understanding of ISO27001  

• Individuals responsible for maintaining conformance with ISMS requirements 

• ISMS team members 

Candidate Prerequisites:  
It is strongly recommended that candidates should have a good understanding of security 

management. 

 

Duration:  
5 Days (40 Hours)  

Accreditation: 
NCSC Certified Training 

MSc Cybersecurity 20 Credits 

Exam Details: 
Exam Code: CIL 

Type of questions: Multiple choice 
Duration: 2 Hours 

Passing Score: 70% 

Exam Voucher Included 
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Course Outline: 

 

Module 1 – Introduction 

 

Module 2 - ISO/IEC 27000:2014 (Overview and vocabulary) 

 

Module 3 - ISO/IEC 27001:2013 Mandatory Certification Requirements 

 

Module 4 - ISO/IEC 27005:2011 Information Security Risk Management 

 

Module 5 - ISO 27001 - Annex A Controls 

 

Module 6 - ISO/IEC 27003 Implementation of ISMS Framework 

 

Module 7 - ISO/IEC 27007 - ISMS Audit and Certification 

 

 


